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Abstract

This paper examines the transformative role of artificial intelligence (Al) in shaping the diplomatic relations
between China and the United States, particularly in the context of cybersecurity. As both nations integrate Al into
their national security strategies, it is becoming a critical tool for enhancing cyber defense, projecting power, and
asserting technological dominance. Through a Realist theoretical lens, the paper explores how Al impacts power
dynamics, trust, and diplomatic interactions between the two countries. It highlights the competing approaches to
cybersecurity, with China focusing on state control and the U.S. advocating for open-source technologies and
international cooperation. Additionally, the paper discusses the implications of Al in cyber warfare, espionage, and
international law. Finally, it considers the potential for future cooperation, cybersecurity treaties, and Al research
partnerships between China and the U.S., shaping future global digital governance and diplomacy.
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1. Introduction
Context & Importance

The integration of artificial intelligence (AI) into cybersecurity strategies has fundamentally
reshaped the geopolitical landscape, particularly between the United States and China. With the
increasing reliance on cyberspace for national defense, economic infrastructure, and global
influence, both China and the U.S. are leveraging cutting-edge technologies such as Al to
enhance their cybersecurity capabilities. Cybersecurity is no longer just about defense against
digital threats but has become an arena for technological and diplomatic competition. AI’s role in
cybersecurity has thus emerged as a central element in the U.S.-China rivalry, where both
nations vie for technological supremacy in the digital age (Libicki, 2007).

In this context, China’s rise as a technological superpower has posed significant challenges to the
U.S., particularly in the realm of cybersecurity. As China seeks to assert its influence in
cyberspace, it has developed extensive Al-driven strategies to protect its digital infrastructure
and extend its global influence through digital diplomacy (Zhang, 2019). Simultaneously, the
United States has long maintained technological superiority in cybersecurity, emphasizing Al as
a tool to protect critical infrastructure and maintain its global dominance (Nye, 2004). These
efforts are not merely national concerns but are intricately tied to global governance and
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international relations, particularly in the spheres of cyber warfare, espionage, and economic
security (Xie, 2020).

Research Problem

This study addresses the critical question of how the strategic use of Al in cybersecurity by both
China and the U.S. influences their diplomatic relations. Both nations are keenly aware that
technological advancements, especially in Al, have the potential to shift the balance of power,
not only within their own borders but on the global stage as well (Zhang, 2019). The introduction
of Al into cybersecurity raises fundamental issues of trust, power, and control, which are central
to the diplomatic relations between these two global powers.

Cybersecurity diplomacy has emerged as a key component of the broader international relations
between China and the U.S., influenced by both cooperation and rivalry. As both countries
continue to develop and deploy AI technologies in the cyber domain, they face the dual
challenge of competition and potential collaboration. However, these engagements are
complicated by issues of cyber espionage, intellectual property theft, and concerns over the
ethical use of Al technologies (Libicki, 2007). The role of Al in shaping this diplomacy must be
understood not only from a technological standpoint but also in the context of its impact on
national security strategies, economic competition, and global power dynamics.

Thesis Statement

The integration of Al into cybersecurity strategies by China and the United States is transforming
their diplomatic relations, particularly in the areas of power dynamics, trust, and security. This
paper argues that AI’s role in cybersecurity is creating new avenues for both cooperation and
conflict between these two nations, amplifying their technological competition while introducing
new challenges in diplomacy. The deployment of Al in cybersecurity is not merely a technical
issue but one deeply embedded in international power relations, with implications for global
governance and diplomatic stability.

Objectives & Scope

The primary objective of this research is to analyze the role of Al in shaping China-U.S.
cybersecurity diplomacy through the lens of Realist theory in international relations. Realism,
with its focus on power struggles, state sovereignty, and security, provides a valuable framework
for understanding how both nations use Al in cybersecurity to assert their influence and
safeguard their national interests. The study will examine the historical evolution of China-U.S.
relations in the cyber domain, the current Al-driven cybersecurity strategies of both countries,
and the diplomatic consequences that arise from these developments.

The scope of this research will focus specifically on cybersecurity diplomacy, rather than the
broader applications of Al in other sectors such as trade or economics. The study will not only
highlight the power struggles between China and the U.S. but will also assess the role of Al in
creating opportunities for diplomatic collaboration, particularly through new cybersecurity
frameworks and international agreements. This paper will also explore the implications of Al in
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cybersecurity for global governance, focusing on the role of international institutions in
regulating this emerging technological competition (Nye, 2004; Xie, 2020).

2. Theoretical Framework
Realism in International Relations

Realism is one of the most enduring and influential theories in the field of international relations
(IR). It is grounded in the assumption that the international system is anarchic—there is no
overarching authority or world government to regulate state behavior. According to Realist
theory, states are the principal actors in international politics, and their actions are driven by the
imperative of securing their own survival and maintaining power (Mearsheimer, 2001).

At the heart of Realism lies the concept of power, which is seen as the primary goal of states.
Power is both a means and an end in international relations. States are constantly engaged in a
power struggle, trying to maximize their security and influence in a system where competition is
constant and cooperation is often temporary (Morgenthau, 1948). This struggle for power is
driven by the need for security, which often involves maintaining military and economic
capabilities to deter potential threats. Realists argue that power dynamics are largely shaped by
material capabilities, including military force, economic strength, and, in the modern age,
technological prowess.

State sovereignty is another key concept in Realist theory. Sovereignty refers to the absolute
authority of a state within its own territory and its right to govern without external interference.
In a world where states are often in competition with one another, preserving sovereignty is
critical to ensuring security. Realists assert that states act in their own self-interest and that the
preservation of sovereignty is often the driving force behind their foreign policy decisions.

When applied to the relationship between China and the United States, Realism provides a
valuable lens through which to understand their interactions. Both nations, as major global
powers, are engaged in a competition for political, economic, and technological dominance. The
rise of China as a technological superpower, particularly in Al and cybersecurity, presents a
direct challenge to the U.S.’s established position of global leadership. The growing
cybersecurity competition between the two countries reflects this struggle for dominance in the
digital age. Both countries view the development and control of Al technologies as crucial to
maintaining national security and sovereignty, as Al can provide significant military and
intelligence advantages (Xie, 2020).

Realism’s emphasis on the security dilemma—the idea that one state’s efforts to increase its
security often leads to insecurity in another state—aptly explains the growing tension in U.S.-
China relations. As both nations ramp up their investments in Al-driven cybersecurity
technologies, they contribute to a spiral of mistrust, as each perceives the other’s technological
advancements as potential threats to their own security. This dynamic can lead to an arms race in
Al and cybersecurity, further complicating the diplomatic landscape.
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AI and Cybersecurity Diplomacy

The integration of Al into cybersecurity has become one of the most significant aspects of
national security strategy in the 21st century. Cybersecurity is critical not only for protecting a
country’s infrastructure but also for safeguarding its sovereignty, economy, and military
capabilities. Al technologies have the potential to transform cybersecurity, enhancing both
offensive and defensive capabilities. AI-driven cybersecurity systems can detect and respond to
cyber threats faster and more effectively than traditional methods, providing a strategic
advantage in a world where digital warfare is becoming increasingly common (Libicki, 2007).

For both China and the U.S., Al in cybersecurity is not merely a technological innovation but a
tool to gain a strategic advantage over their adversaries. China’s cybersecurity strategy, as
outlined in its Cybersecurity Law and Made in China 2025 initiative, emphasizes the
development of domestic Al technologies to ensure national security and economic growth. The
Chinese government has made substantial investments in Al research, with the goal of becoming
the world leader in Al by 2030 (Zhang, 2019). The development of Al technologies is seen as
central to China’s efforts to secure its digital infrastructure, counter cyber threats, and assert
control over emerging technologies.

For the United States, Al is equally critical to national security, particularly in the defense and
intelligence sectors. The U.S. has long been at the forefront of cybersecurity innovation, with
institutions like the National Security Agency (NSA) leading efforts to develop Al systems for
cybersecurity defense and offensive capabilities (U.S. Department of Defense, 2018). The U.S.
government also emphasizes the importance of cyber deterrence—the idea that the threat of
retaliation in cyberspace can serve as a deterrent against potential cyberattacks. Al plays a key
role in this strategy, as it can enable the U.S. to identify, attribute, and counter cyber threats more
rapidly and efficiently than ever before.

The competition between China and the U.S. in the domain of Al-driven cybersecurity reflects a
broader struggle for technological dominance in the international system. The country that
controls cutting-edge Al technologies in cybersecurity not only gains a strategic military and
economic advantage but also strengthens its position in the global political arena. Both nations
have a vested interest in shaping international cybersecurity norms and institutions, and the
development of Al is central to their efforts in this regard (Nye, 2004). As such, Al in
cybersecurity is not only about protecting national interests but also about asserting influence in
the evolving global digital order.

Theories of Trust in Cybersecurity

Trust is a critical component of cybersecurity diplomacy, especially in an era where nations
increasingly rely on digital systems for everything from economic transactions to military
operations. Trust in the digital domain, however, is fraught with challenges. The development
and deployment of Al in cybersecurity only compound these challenges, as Al systems are
inherently opaque and difficult to fully understand or predict (Zhang, 2019). States may be
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hesitant to fully trust Al systems, particularly when they come from rival nations, due to
concerns about espionage, surveillance, or the manipulation of critical systems.

In the context of U.S.-China relations, trust has been a major issue in cybersecurity diplomacy.
Both countries have accused each other of engaging in cyber espionage, with China often cited
for its alleged role in cyberattacks targeting U.S. intellectual property and sensitive data (Libicki,
2007). The U.S. has likewise been accused of using its technological superiority to monitor and
infiltrate Chinese networks. These accusations create a distrust spiral, where each side believes
the other is using Al and cybersecurity technologies for hostile purposes, thus intensifying the
competition.

Theories of trust in cybersecurity often focus on risk management and transparency. Trust is
built on the ability to ensure that the other party will not engage in harmful or malicious actions.
In the case of Al-driven cybersecurity, this trust is even more difficult to establish, as the use of
Al systems can be shrouded in secrecy and proprietary technologies (U.S. Department of
Defense, 2018). Cybersecurity diplomacy requires both transparency in the use of Al
technologies and mechanisms for verifying compliance with international norms and agreements.

In this sense, Al technologies can both enhance and undermine trust. On the one hand, Al can
improve the detection of cyber threats, enabling quicker responses and reducing the likelihood of
successful attacks. On the other hand, the proliferation of Al in cybersecurity may increase
mistrust, as nations become wary of the potential for adversaries to use Al systems for offensive
purposes, including cyberattacks and misinformation campaigns. Thus, while AI has the
potential to strengthen cybersecurity, it also presents significant challenges to international
cooperation and trust.

3. Al in the China-US Cybersecurity Context
China’s Cybersecurity Strategy

China has positioned cybersecurity as a cornerstone of its national security strategy, especially as
the country continues its rapid technological advancements, with artificial intelligence (AI)
playing a pivotal role. China’s cybersecurity strategy is multifaceted, focusing on national
defense, cyber espionage, and its growing influence as a global cybersecurity player. These
elements are interwoven within a broader vision of becoming a dominant global technology
power by 2030, with Al integrated at every level of the country’s cyber defense and development
strategy.

National Defense and Cybersecurity Law

China’s government sees cybersecurity as a critical area for protecting its sovereignty and
economic interests. This vision is enshrined in its Cybersecurity Law, which came into effect in
2017. The law asserts state control over cyberspace and mandates stricter regulations for
companies involved in managing Chinese citizens' data. The law requires companies to store
data within China and undergo security assessments when using foreign technologies, especially
in the case of “critical information infrastructure” (Zhang, 2019). This is seen as part of China’s
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broader effort to reduce reliance on foreign technologies and establish its own domestic Al and
cybersecurity solutions, ensuring the country has both the hardware and software control it
deems necessary for national security.

China has heavily invested in Al as part of its Made in China 2025 initiative, which aims to
make the country a global leader in Al by 2030 (Xie, 2020). As part of this initiative, China has
been advancing Al-driven cybersecurity technologies for both defense and offense. The
Chinese government has made strides in Al-powered surveillance systems, facial recognition
technology, and cyber defense mechanisms that enhance the country’s capability to detect and
counter threats in real-time. The Chinese military, known as the People's Liberation Army
(PLA), has incorporated Al into its defense strategy, particularly in cyber warfare and
intelligence operations. Al algorithms are used to enhance cyber espionage tactics, enabling
China to conduct sophisticated cyber-attacks on critical infrastructure across the globe. For
instance, the Chinese state-sponsored hacking group APT10 is widely believed to have used
advanced Al algorithms to conduct widespread cyber espionage against foreign governments,
corporations, and institutions (Libicki, 2007).

Al and Cyber Espionage

China’s engagement in cyber espionage has been a contentious issue, particularly in relation to
intellectual property theft and data extraction. Al tools have amplified China’s ability to engage
in cyber espionage, allowing hackers to automate the process of data exfiltration, break into
systems, and rapidly cover their tracks. China's Al-driven espionage strategy aligns with its
geopolitical objectives, as it seeks to acquire sensitive technologies, trade secrets, and
innovations from foreign powers, particularly the United States. By leveraging Al tools in cyber
espionage, China gains access to valuable intellectual property that can help advance its
technological capabilities, which is vital for achieving its national technological self-
sufficiency (Zhang, 2019).

China’s cybersecurity strategy is, therefore, a blend of defensive measures to protect its digital
infrastructure and offensive capabilities that further its strategic objectives. As a rising global
power, China’s approach is increasingly focused on extending its cybersecurity reach beyond
its borders, establishing itself as an influential player in global digital governance.

The U.S. Cybersecurity Strategy

The United States has long maintained a leading position in global cybersecurity defense and
innovation. As the world’s dominant technological superpower, the U.S. sees Al as a
fundamental tool for maintaining its cybersecurity edge, particularly in the face of growing
threats from countries like China. The U.S. approach to cybersecurity integrates Al technologies
for both defensive and offensive operations, with a focus on protecting critical infrastructure,
military assets, and national security information from cyber threats.
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U.S. National Cyber Strategy and Al Integration

The U.S. government has incorporated Al into its National Cyber Strategy, which emphasizes
the importance of a secure cyberspace as central to national defense (U.S. Department of
Defense, 2018). The strategy acknowledges that the U.S. faces evolving challenges in
cyberspace, including cyberattacks from state-sponsored actors and criminal organizations. To
mitigate these threats, the U.S. has increasingly turned to Al-powered systems for cyber
defense. The Department of Homeland Security (DHS) and the National Security Agency
(NSA) utilize Al technologies to detect and respond to cyber threats faster and more accurately
than human analysts alone could manage. Al systems help to identify vulnerabilities, analyze
attack patterns, and defend against sophisticated cyber intrusions.

Moreover, Al is a core component of the U.S. military’s cybersecurity capabilities. In its cyber
defense strategies, the U.S. has incorporated Al into its cyber warfare units to carry out
offensive operations in the digital domain, particularly targeting state adversaries like China. Al-
driven systems allow the U.S. to detect malicious activities on its networks, attribute
cyberattacks, and launch retaliatory measures when necessary. The integration of Al into cyber
deterrence strategies is central to the U.S.'s efforts to maintain technological superiority and
establish a global standard for cybersecurity governance (Nye, 2004).

AI and Cybersecurity in Intelligence Agencies

The U.S. intelligence community has also integrated Al into its cyber espionage operations.
Agencies such as the Central Intelligence Agency (CIA) and the NSA use Al for data mining,
pattern recognition, and predictive analysis to gather intelligence on adversarial activities. In the
context of U.S.-China relations, this Al-driven intelligence apparatus helps the U.S. to monitor
Chinese cyber activities, counter cyber espionage, and protect its intellectual property and
economic interests from foreign attacks (Libicki, 2007).

Key Differences and Tensions

Despite both nations’ use of Al for cybersecurity, there are fundamental differences in their
approaches to cybersecurity governance and the role of Al in these strategies. These
differences are crucial in shaping the diplomatic relations between China and the U.S. and
underscore the deep tensions that exist between the two powers.

Global Governance of Al in Cybersecurity

One of the most striking differences between China and the U.S. is their approach to the global
governance of Al in cybersecurity. The U.S. advocates for open-source Al technologies, with
a focus on collaboration among democratic nations and international organizations. The U.S.
supports transparency in the development and use of Al, seeking to ensure that Al systems are
used ethically and in a way that preserves international stability (U.S. Department of Defense,
2018).

In contrast, China’s approach is more centralized and state-controlled. The Chinese
government has implemented strict regulations that give it significant control over the
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development and use of Al technologies. China’s Al-driven cybersecurity initiatives are tightly
linked to its authoritarian political system, with Al being deployed not just for national defense
but also for social control, such as surveillance systems that monitor its citizens (Zhang, 2019).
This centralization of Al development and control contrasts with the U.S.’s emphasis on
collaboration, creating a stark divide in their diplomatic approaches to Al and cybersecurity.

Offensive and Defensive Cybersecurity Posture

Another point of tension is the contrasting emphasis each country places on offensive versus
defensive cybersecurity strategies. The U.S. maintains a deterrence-based approach, relying on
the threat of retaliation and Al-powered defensive measures to protect its systems. In contrast,
China has focused more on offensive operations, using Al for cyber espionage and disruptive
cyberattacks to gain strategic advantages in both military and economic spheres. This
divergence in strategy has resulted in heightened cyber conflict and mistrust between the two
nations, contributing to a growing cybersecurity arms race.

Final thoughts

In conclusion, the integration of Al into the cybersecurity strategies of China and the U.S. has
not only transformed their national defense mechanisms but also shaped their broader diplomatic
relations. Both nations are heavily invested in Al as a tool for securing their national interests,
yet their approaches to cybersecurity differ significantly, driven by their respective political
systems, economic priorities, and technological capabilities. These differences are manifest in
their contrasting views on global governance, the role of Al in cybersecurity, and the use of Al in
offensive and defensive operations. The growing cybersecurity rivalry between China and the
U.S. underscores the importance of understanding the strategic role of Al in shaping global
power dynamics and diplomatic relations.

4. The Role of Al in Power Dynamics and Trust
Al as a Tool of Power

In the 21st century, artificial intelligence (AI) has emerged as a critical tool of power,
particularly in the domain of cybersecurity. Both the United States and China, as global
superpowers, recognize Al's potential not only in enhancing national security but also in
consolidating and expanding their geopolitical influence. AI technologies, particularly those
integrated into cybersecurity strategies, provide both countries with advanced capabilities to
defend against external threats, project power, and assert dominance in the digital age.

From a Realist perspective, the global competition for power and security is a fundamental
aspect of international relations (Mearsheimer, 2001). Realism asserts that in an anarchic
international system, states seek to maximize their security and power relative to others. In this
context, both China and the U.S. view AI as a strategic asset in the ongoing security
competition between them, and more broadly, in their quest to maintain their status as leading
global powers. Al enhances the ability of both nations to protect their sovereignty, military
strength, and economic interests—all essential elements of national power.
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For China, Al represents an essential tool for both cyber defense and cyber offense, enabling
the country to protect its growing digital infrastructure while challenging the U.S. in the cyber
domain. China's goal of becoming a global leader in Al by 2030 is driven by the understanding
that control over advanced technologies—particularly in cybersecurity—is central to its rise as a
technological superpower (Xie, 2020). In the cybersecurity realm, China has made significant
strides, employing Al to automate responses to cyber threats, enhance surveillance capabilities,
and counteract foreign cyber intrusions. As such, Al in cybersecurity is viewed as a force
multiplier that strengthens China’s global influence by reinforcing its technological self-
sufficiency and military capabilities.

Similarly, the U.S. sees Al as a critical enabler of its military and national security strategies. Al
in cybersecurity is integrated into military defense systems, autonomous weapons, and
intelligence surveillance, all of which contribute to maintaining U.S. dominance in global
security. The U.S. invests heavily in Al-driven cybersecurity technologies, both for defensive
and offensive operations. By leveraging Al for cyber deterrence, the U.S. seeks to protect its
digital assets, while also projecting military power to deter adversaries (Libicki, 2007). The
increasing use of Al in military applications—from autonomous drones to cyber warfare
capabilities—ensures that Al remains central to the power dynamics in U.S.-China relations.

Thus, Al in cybersecurity plays a dual role: defensive in protecting national assets and offensive
in asserting technological dominance over rivals. Both China and the U.S. see Al as
indispensable in their pursuit of global influence, ensuring that their technological edge
translates into power in the international system.

Military AI: Al's Role in Military Applications

The integration of Al into military applications is one of the most profound ways in which both
China and the U.S. utilize Al as a tool of power. In the context of cyber warfare, Al can be used
to launch cyberattacks, disrupt enemy infrastructure, and conduct espionage. Both nations have
made substantial investments in Al-driven military technologies, including autonomous
weapons, Al-enabled surveillance systems, and cyber defense mechanisms.

For China, the development of military Al is part of its broader military modernization efforts.
The People’s Liberation Army (PLA) has heavily invested in AI and cybersecurity,
incorporating Al into autonomous vehicles, drones, and cyberattack systems to enhance the
country’s military readiness and cyber warfare capabilities (Zhang, 2019). China's cyber
espionage capabilities have been bolstered by Al, enabling more sophisticated methods for
infiltrating foreign systems and exfiltrating sensitive data, especially in areas such as intellectual
property theft and military secrets.

For the U.S., Al is equally central to its military strategy, particularly through its cyber warfare
units and autonomous weapons programs. The U.S. Department of Defense has embraced Al as
a critical enabler of cyber defense. Al systems are used for cyber deterrence, automatically
detecting and neutralizing cyber threats to national security infrastructure (U.S. Department of
Defense, 2018). Additionally, Al is used in autonomous weapons systems, which could
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potentially shift the balance of military power by reducing the need for human intervention and
enhancing the speed and precision of military operations.

In both countries, the ability to leverage Al in military applications serves as a key element of
their cybersecurity posture. Al enhances autonomy and speed in military operations, thus
increasing both nations’ military capabilities and, by extension, their power on the world stage.

Trust and Mistrust in Cyber Diplomacy

As both China and the U.S. continue to integrate Al into their cybersecurity strategies, trust and
mistrust have become central themes in their diplomatic interactions. Al is not just a tool for
cyber defense; it is also a source of uncertainty and suspicion, particularly when it comes to
the perceived intentions of the other state. Realist theory suggests that in an anarchic
international system, states are inherently suspicious of each other, and this is amplified when it
comes to emerging technologies like Al (Mearsheimer, 2001).

For instance, China's Al-driven cyber capabilities—especially in the context of cyber
espionage—have raised concerns in the U.S. about the potential for unseen surveillance or
digital interference. As China continues to develop and deploy Al systems in cybersecurity, the
U.S. perceives these advancements as a direct challenge to its sovereignty and technological
supremacy. Similarly, the U.S.'s cyber capabilities and their cyber deterrence strategies,
supported by Al are viewed by China as an extension of U.S. power that seeks to maintain its
global dominance (Xie, 2020). The increasing use of Al for cyber espionage and surveillance
by both countries has created a vicious cycle of mistrust, with each side viewing the other’s Al
advancements as a potential threat to their own national security.

The 2015 Cyber Agreement

The China-U.S. Cybersecurity Agreement of 2015 marked an important milestone in the
diplomatic efforts to manage cyber tensions between the two nations. The agreement sought to
curb cyber espionage and intellectual property theft by pledging that neither government
would support or conduct cyberattacks against each other’s companies or infrastructure.
Although the agreement had a positive diplomatic tone, it was underpinned by the growing role
of Al technologies in cybersecurity. Al-driven systems have been instrumental in detecting and
responding to cyber threats, and both countries saw the agreement as a way to ensure that their
cyber capabilities did not escalate into full-blown cyber warfare (Libicki, 2007).

However, the agreement did not resolve underlying issues of trust between the two nations.
While the U.S. government viewed the agreement as a step toward reducing tensions, it
remained concerned about China’s continued cyber espionage activities, which were often
facilitated by Al-driven tools. Conversely, China remained suspicious of the U.S.'s intentions,
believing that its cyber capabilities, supported by Al, could be used for offensive purposes,
including espionage or interference in Chinese domestic affairs (Zhang, 2019).
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Cyber Espionage Accusations

The role of Al in cyber espionage has exacerbated tensions between China and the U.S., as both
countries accuse each other of engaging in digital espionage and intellectual property theft. Al
technologies, which can automate the process of identifying vulnerabilities, infiltrating systems,
and exfiltrating data, have increased the efficiency and sophistication of cyber espionage
operations. Both countries have been accused of using AI for these purposes, and this has
deepened the mistrust between them.

For example, the U.S. has accused China of engaging in state-sponsored cyber espionage
aimed at stealing intellectual property from American companies. Al has enabled Chinese
hackers to bypass security systems and extract sensitive data more efficiently than ever before.
On the other hand, China has accused the U.S. of using its superior cyber capabilities and Al
technologies to infiltrate Chinese government networks and steal state secrets. These cyber
espionage accusations have further strained the relationship between the two countries,
highlighting the role of Al in exacerbating mistrust in cyber diplomacy.

Final thoughts

AT has become a powerful tool in the evolving cybersecurity landscape, serving as a mechanism
for both power projection and national defense. As China and the U.S. continue to develop Al-
driven cyber capabilities, their power dynamics will be increasingly shaped by technological
competition and mistrust. While the 2015 Cyber Agreement offered a brief moment of
cooperation, the integration of Al into cybersecurity has intensified concerns about cyber
espionage, state sovereignty, and the potential for digital conflict. As both nations view Al as
central to their cybersecurity strategies, the future of their diplomatic relations will likely hinge
on the ability to navigate the complex intersection of technology, trust, and cybersecurity.

5. Diplomatic Consequences and International Cooperation
Diplomatic Implications of Al in Cybersecurity

The integration of artificial intelligence (AI) into cybersecurity has profound diplomatic
implications, as it shifts the landscape of both cooperation and conflict in international relations.
Al is reshaping how states engage with one another on issues of cybersecurity, creating new
forms of diplomacy that go beyond traditional military or economic spheres. Al is not only a tool
for defense and security but also a key determinant of geopolitical power. As countries like the
United States and China race to dominate this technological field, it brings both opportunities
for cooperation and new avenues for adversarial competition.

On one hand, the shared threats in cyberspace, such as cybercrime, terrorism, and
cyberattacks, have led to cooperative efforts. For instance, the growing recognition of the need
to defend against cyberattacks has prompted diplomatic initiatives between nations to establish
frameworks for cooperation. Countries have come together to discuss cybersecurity norms,
information-sharing, and incident response. Al plays a central role in these diplomatic
engagements, as its capabilities in detecting, responding to, and mitigating cyber threats offer a
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powerful means of collaborative defense. Cooperation on issues such as cybercrime, critical
infrastructure protection, and mitigation of digital risks offers opportunities for countries to
leverage Al for the common good.

On the other hand, the integration of Al in cybersecurity has also heightened competition and
mistrust. AI’s potential in cyber warfare, intelligence gathering, and surveillance has become
a point of tension, particularly between global rivals like the U.S. and China. Each side views
the other’s Al developments with suspicion, seeing them as a threat to national sovereignty and
security. The increasing use of Al-driven cyber espionage and offensive operations—such as
hacking, data theft, and disruptions to critical infrastructure—have contributed to an
escalating cyber arms race. The ability of Al to automate and scale cyberattacks makes it an
especially powerful tool for geopolitical competition, and this is a source of adversarial
diplomacy (Zhang, 2019).

Thus, while AI’s role in cybersecurity offers new opportunities for diplomatic engagement, it
also exacerbates the geopolitical rivalry between nations, particularly in the realm of cyber
warfare and espionage.

China-U.S. Cybersecurity Diplomacy

The relationship between China and the United States in the context of cybersecurity and Al
has been marked by both cooperation and tension. While both countries share an interest in
protecting critical infrastructure and combating cyber threats, their different approaches to
Al and cybersecurity have led to competing interests. The U.S., with its established position as
a technological leader, emphasizes the importance of open-source Al technologies,
transparency, and international collaboration in cybersecurity (U.S. Department of Defense,
2018). The U.S. government also pushes for global norms and international treaties to
regulate the development and deployment of Al for cybersecurity, ensuring that technologies are
used ethically and transparently.

Conversely, China has a more state-controlled approach, prioritizing national security and
sovereignty. China’s focus on domestic control of Al technologies, coupled with its desire to
become the world leader in AI by 2030, often leads to tensions with the U.S. China’s
Cybersecurity Law (2017) reinforces the country’s approach of prioritizing state sovereignty
and technological independence (Zhang, 2019). This includes stringent controls over data
storage and access, particularly regarding foreign technologies that might compromise national
security. For the U.S., China's strict regulatory framework and its cyber espionage activities are
seen as a threat to the global cybersecurity order and intellectual property.

Despite these tensions, there have been occasions of cooperation in cybersecurity diplomacy.
The most significant example of this is the 2015 China-U.S. Cybersecurity Agreement, which
sought to reduce cyberattacks between the two nations and emphasized cooperation in preventing
digital threats (Libicki, 2007). However, this agreement has been tested by allegations of
ongoing cyber espionage and disputes over the use of AI technologies for military and
intelligence purposes. These issues highlight the diplomatic complexities of managing
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cybersecurity relations between two powers that are both competitors and partners in the global
digital economy.

Al and International Law

As Al continues to play a central role in cybersecurity, international law is becoming an essential
area of regulation. Given the rapid advancements in Al and its increasing use in military
operations, cyber defense, and offensive cyberattacks, international legal frameworks must
evolve to address the growing challenges of Al in the digital domain. Key international
institutions, such as the United Nations’ Group of Governmental Experts (GGE), have begun
to address the legal and ethical implications of Al in cybersecurity.

The UN GGE, which focuses on the development of norms for cybersecurity in the
international system, has worked toward establishing guidelines on how Al should be regulated
in the realm of cyber warfare and cyber defense. The U.N. has emphasized the importance of
ensuring that Al technologies are used in ways that are consistent with international
humanitarian law and that states uphold their responsibility to protect civilian infrastructure
from cyberattacks. However, the lack of global consensus on the regulation of Al in
cybersecurity, especially in the context of offensive operations, remains a significant challenge
for international law.

In addition, AI’s potential for abuse, such as the development of autonomous weapons and the
use of AI in cyber espionage, has raised questions about accountability and governance in
international relations. For instance, Al-enabled cyberattacks that result in significant damage to
national infrastructure or loss of life could challenge existing international legal norms,
requiring the development of new treaties to ensure accountability and mitigate risks (U.S.
Department of Defense, 2018).

Future Prospects for Cooperation

Despite the challenges, there are several future opportunities for cooperation between China
and the U.S. in the realm of Al and cybersecurity. Both nations are increasingly aware of the
shared threats they face, such as cybercrime, terrorism, and foreign adversaries leveraging
Al to attack critical infrastructure. As the global economy becomes more dependent on cyber
technologies, both China and the U.S. have a vested interest in stabilizing the cybersecurity
landscape.

One potential area of cooperation could involve the development of Al-driven cybersecurity
frameworks that establish shared norms for the responsible use of Al in defense and offense.
By focusing on mutual interests, such as cyber risk management, data protection, and
incident response, both countries could foster a more cooperative cybersecurity environment.
Additionally, cooperation in the development of international standards for Al in cybersecurity
could help create a global framework for responsible Al usage, particularly in military
applications.
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Cybersecurity Treaties

The potential for AI-driven treaties on cybersecurity is an exciting prospect. With AI’s growing
significance in national security, future cybersecurity treaties could address critical issues such
as cyberattacks, data protection, and Al transparency. These treaties could set out guidelines
for the responsible use of Al technologies, establishing verifiable standards and accountability
mechanisms to prevent cyberattacks, espionage, and other forms of digital aggression. These
agreements could draw on existing international norms while integrating emerging Al-specific
issues such as autonomous systems and algorithmic accountability.

China-U.S. AI Collaboration

Given the geopolitical tensions and competition between China and the U.S., future Al
collaboration in cybersecurity remains uncertain. However, areas of cooperation may still
emerge in sectors such as cyber defense, Al ethics, and joint research initiatives. Shared goals,
such as securing global digital infrastructure and combating cybercrime, could present
opportunities for cooperation in research, development, and knowledge sharing.

For instance, collaboration in Al ethics and the development of global AI governance
frameworks could foster trust and ensure that AI technologies are used for peaceful and
beneficial purposes. While deep strategic mistrust persists, engagement in joint cybersecurity
initiatives could create space for diplomatic collaboration in the digital age.

6. Conclusion
Summary of Key Findings

This paper has explored the growing role of artificial intelligence (AI) in the realm of
cybersecurity and its profound impact on the diplomatic relationship between China and the
United States. Both nations, as global powers, have increasingly integrated Al into their national
security strategies, using it to strengthen their cyber defenses, enhance military capabilities, and
assert their technological dominance. However, the integration of Al into cybersecurity is not
just a technological shift but also a diplomatic one, with both cooperative and adversarial
implications.

Al has emerged as a tool of power, reinforcing both China and the U.S.’s positions as
technological superpowers in the digital age. While both countries recognize the mutual
benefits of collaboration in addressing cyber threats, such as cybercrime and terrorism, their
contrasting approaches to Al have fueled tensions. China’s emphasis on state control over Al
development and cybersecurity contrasts with the U.S.'s advocacy for open-source technologies
and international collaboration. This divergence has given rise to a complex diplomatic
dynamic characterized by mistrust, cyber espionage accusations, and heightened competition
in cyber warfare capabilities.

The increasing role of Al in cybersecurity has also influenced international law, with
organizations such as the UN’s Group of Governmental Experts (GGE) seeking to develop
norms and regulations for the ethical use of Al in the digital domain. Despite challenges in
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achieving global consensus, international discussions on Al governance are crucial in shaping
future diplomatic relations in cybersecurity. As Al continues to evolve, it will undoubtedly
remain a focal point for both competition and cooperation, impacting global cybersecurity
policies and shaping international diplomatic frameworks.

Restate the Role of Realist Theory

Realist theory has provided a valuable framework for understanding the power dynamics, trust
issues, and diplomatic consequences that have emerged from the integration of Al into
cybersecurity. According to Realism, states operate in an anarchic international system where the
pursuit of power and security is paramount. This theory highlights how both China and the U.S.
view Al as a strategic asset essential to maintaining and expanding their power on the global
stage. As both countries strive for technological supremacy, they perceive each other’s Al
developments as threats to their sovereignty and security, fueling mistrust and competition.

In this context, Realism helps explain why both nations are heavily investing in Al to secure
their interests. Al serves not only as a means of enhancing national security but also as a tool for
exerting influence in the international system. The cybersecurity arms race between China
and the U.S., as they seek to develop more sophisticated Al-driven tools for cyber warfare and
intelligence gathering, reflects the ongoing struggle for power that is central to Realist thought.

Implications for Future Diplomacy

The integration of Al into cybersecurity will undoubtedly continue to influence the diplomatic
relationship between China and the U.S. in the coming years. As both nations develop and
deploy more advanced Al technologies, the potential for cooperation will remain, especially in
areas like cyber threat mitigation, data protection, and international cybersecurity norms.
However, the increasing reliance on Al in military and intelligence operations will likely
deepen the distrust between the two countries, exacerbating the risk of cyber conflict.

The diplomatic consequences of Al integration will also extend beyond the bilateral relationship
between China and the U.S. As both countries play a leading role in shaping global
cybersecurity standards, their differing approaches to Al governance will influence the broader
international order. Future cybersecurity treaties or Al regulations could provide opportunities
for cooperation, but they will also need to address key issues of transparency, accountability,
and ethical use of Al in both civilian and military applications.

Moreover, Al will likely play a growing role in the global digital economy, where both China
and the U.S. are major players. The competition for dominance in emerging technologies such as
quantum computing, 5G networks, and autonomous systems will shape not only
cybersecurity diplomacy but also the broader geopolitical and economic landscape. As the digital
domain becomes increasingly vital for national security and economic prosperity, Al will be at
the center of strategic diplomacy, with nations increasingly aligning their cybersecurity policies
with their broader geopolitical interests.

15



Vol. 5, No. 1 (2025)
@L’é F l—{] EDUCATIONAL RESEARCH AND INNOVATION (ERI)

EDUCATIONAL RESEARCH AND INNOVATION

e-ISSN:2710-4354 Received: 02/02/2025 Accepted: 08/03/2025
p-ISSN:2076-9660

Closing Remarks

The evolving nature of technology, especially artificial intelligence, will continue to shape
international relations in profound and complex ways. As Al advances, its integration into
cybersecurity strategies will redefine the balance of power, particularly between global rivals
such as China and the United States. Al is not just a tool of security but a pivotal component of
the broader technological rivalry that will define the 21st century. The future of cybersecurity
diplomacy will depend on the ability of nations to navigate the challenges and opportunities
posed by Al fostering collaboration while managing competition and mistrust.

Ultimately, the growing significance of Al will demand more nuanced and cooperative
approaches to cyber governance. While challenges persist, there remains significant potential
for international cooperation on Al regulations, ensuring that this transformative technology is
used responsibly and equitably. As the international system adapts to the new realities of Al-
driven cybersecurity, the ability of states to manage the balance between competition and
cooperation will be critical to shaping a stable, secure, and prosperous digital future.
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